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Please note that the opinions in this presentation are those of the presenter only and do not 
reflect the opinions of any company, Government Agency or other bodies. 
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Agenda
• Customs Dilemma
• Political Expectations
• Kyoto Customs principles
• Kyoto Principles of Customs Control
• Risk Management
• Risk Management Process
• Monitor and review
• Compliance measurement
• Risk Management in Kyoto
• Risk Management in Customs 
• Automation
• Management planning
• WCO Deliverables
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Customs Dilemma

CONTROLFACILITATION
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Political Expectations

• Increased security and community 
protection

• Economic and social development
• WTO Doha agenda on trade facilitation 
• Faster clearance of goods and people
• Limited resources
• Customer focus
• E-commerce
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Kyoto Customs principles

• Modern
• Simple
• Standards
• Effective and efficient
• Predictable, consistent and transparent
• Responsive and co-operative
• Accountable
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Kyoto Principles of Customs 
Control

• Intelligence based
• Selectivity
• Audit based controls
• Authorized traders
• Simplified procedures
• Compliance measurement
• C2C co-operation
• Customs trade co-operation
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Risk Management

• A management philosophy
• Enables organizations to take advantage of 

opportunities and minimize potential losses 
• Associated with any activity, function or process
• Ongoing logical and systematic method of 

identifying, analyzing and managing risks
• Can operate in any organization with manual or 

automated application
• Relevant to ALL Customs administrations
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Risk Management Process

Establish context
•Strategic

•Organizational
•Tactical

Monitor

and

Review

Identify Risks

Analyze Risks

Assess and priorities 
Risks

Treat Risks
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Monitor and review

• To remain effective
• To improve compliance and performance 
• Continuous process
• Internally by Customs and externally by 

statutory audit authorities
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Compliance measurement

• Statistically valid random sampling 
techniques

• Helps identifying priority areas, 80-20 
rule

• Informed conclusions about compliance 
rate of many entities

• Accepted level of compliance, 90% 
syndrom
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Risk Management in Kyoto

• Standard 6.3
“In the application of Customs control, the 
Customs SHALL use risk management.”

• Standard 6.4
“The Customs SHALL use risk analysis to 
determine which persons and which goods, 
including means of transport, should be 
examined and the extent of the examination.”

• Standard 6.5
“The Customs SHALL adopt a compliance 
measurement strategy to support risk 
management.”
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Risk Management in Customs 

RISK
MANAGEMENT

AUDIT-BASED 
CONTROLS

Country A

Country B
Mutual Administrative Assistance

Mutual Administrative Assistance

MOVEMENT 
CONTROLS• Risk profiles

• National audit plan
• Intelligence database

ENFORCEMENT
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Automation

Local Filter 
Area 1

Risk
Profile

*

Local Filter
Area 2

Risk
Indicators

*

Risk
Profile

*

Local Filter
Area N....

Risk
Profile

*

DATA ROUTING SYSTEM
(ROUTES RELEVANT DATA TO LOCAL FILTERS)

Data for Area 1 Data for Area 2 Data for Area N....

MANIFEST DATA
DECLARATION DATA

PASSENGER DATA

EXAMINATION

National Filter

Risk
Indicators

*

CRITERIA  NOT MET

CRITERIA MET

CRITERIA MET

RANDOM  SELECTIVITY 
SYSTEM CRITERIA MET

CRITERIA NOT MET

 Continue Processing (e.g... 
release, duty accounting, 
etc...) CRITERIA NOT MET

Risk
Profile

*

* Defined in the WCO Kyoto Guidelines on Customs Control

Risk
Indicators

*

Risk
Indicators

*
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Management planning

• Top level commitment
• Resource implications
• Change management
• Support services

– Degree of centralization

• Business participation
• Strategic planning
• Monitor and review process
• Information and knowledge management
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WCO Deliverables

• Revised Kyoto Convention
• Kyoto Convention Guidelines on Customs 

Control
• WCO Risk Management Briefing
• WCO Risk Management Guide
• WCO e-learning module on Risk 

Management
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Risks can not be ignored

they will not disappear.
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